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1. How gover nance of commit (write) permissionsworks

The standard SV N repositories uses a hook script called pr e- commi t to call aperl script,
commi t - access-control . pl . Thisscript controls commit access to a given repository
viaaconfiguration filein the hooks/ directory of the repository’s root; the configuration
fileisnamed comm t - access-control . cfg.

The configuration fileis version-controlled in the repository whose write-permissions it
governs. A post-commit script modeled on one provided by John Rouillard on the SVN users
e-mail list checks out any changes made to the versioned configuration file to alocation on
the host filesystem referred to by the pre-commit script.

Restrictions on who is alowed to modify the configuration file that governs commit permissions are set in the configuration
fileitself. This has two important implications:

0 Any user with permission to write to the configuration file may allow any other user (who already has read-permission by
virture of Unix group membership) to write to the configuration file.

0 Any user (who already has read-permission by virture of Unix group membership) and who AL SO has shell access to the
Subversion host can modify the configuration file viavi or other tools available in the shell.

2. Editing the configuration file

The following is taken from the comments included in the configuration file, and describes
how the file should be edited to achieve desired effects.

# This file uses the Wndows ini style, where the file consists of
a

# nunber of sections, each section starts with a uni que section
name

# in square brackets. Paranmeters in each section are specified as

# Name = Value. Any spaces around the equal sign will be ignored.
| f

# there are nultiple sections with exactly the sane section nane,
t hen

# the paraneters in those sections will be added together to
pr oduce

# one section with cunul ati ve paraneters.

#

# The commit-access-control.pl script reads these sections in
or der,

# so later sections may overwite perm ssions granted or renpved in

# previous sections.

#

# Each section has three valid paranmeters. Any ot her paraneters
are

# i gnored.

# access = (read-only|read-wite)
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3. Commit Permission Governance: Example
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A sample configuration might look like the following, in which users not her , f at her,

di ck,j ane, and spot (aong with any other users who have unix-file-permission access to
the repository) have read-accessont est proj - a andt est pr oj - b; but only di ck and

j ane can write (commit) tot est pr oj - a. Only spot can write (commit) to any part of

t est proj - b, but f at her can commit to the bbq directory of t est pr oj - b, inthe

br anches, t ags, and/or t r unk directories of that project.

Note the special caselogin, not her , who can writeto all directories and filesin this
repository - including SVN/ which is where the commit permission configuration fileis
versioned. Some account with thislevel of privilege is necessary if new projects areto be
created in therepository (as siblings - if you will - tot est proj - a andt est proj - b). It
isnot her who would import the new projects and, presumably, modify the commit access
configuration file to allow write access on the new project to appropriate users.
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